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The Internet has revolutionized global business 

communications, enabling a dramatic increase in the

flow of information across the extended enterprise while 

reducing communication costs, maximizing business 

efficiencies, and strengthening business relationships.

As today’s organizations move more and more business-

critical communications and processes to the Internet,

this revolution brings with it twin challenges.

On the one hand you must  protect  your enterprise  l ike 

never before.  You must ensure that confidential, proprietary, and sensitive 

information such as trade secrets, financial reports, customer data, and future 

product plans are not unintentionally disclosed to parties lacking authorized 

access. You must be vigilant against the constant threat of viruses and 

unsolicited e-mail that can bring a network to its knees, directly impacting your 

bottom line and business goodwill. You must comply with increasing government 

and industry regulations. And you must reduce your exposure to legal liabilities 

and fraud through the universal and consistent application of corporate policies 

and procedures.

On the other hand you must extend your network outward 

like never before.  To realize the full potential of the business Internet,

you must increase communication and collaboration with those outside your 

corporate firewall—extending your reach and visibility to the farthest edges of 

the network. You must provide high levels of interoperability with partners and 

customers to streamline business processes and enhance customer service 

and loyalty. You must maximize business efficiencies by using the Internet for 

customer bill and statement presentment, partner relationship management, 

order and forms processing—and more.

THE BUSINESS INTERNET: TWIN CHALLENGES



Tumbleweed Secure Policy Gateway A centralized policy engine applies deep
intelligence to securely manage both inbound and outbound communications
across the entire extended enterprise.
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Traditional solutions secure the network—not the content 

that flows through it. When it comes to addressing these dual 

business challenges—protecting your enterprise while extending your 

network—traditional security solutions, by themselves, are no longer 

enough to address today’s sophisticated network environments. Firewalls, 

for instance, provide only a limited line of defense in the protection of 

internal corporate assets as HTTP, SMTP, FTP, IM and other Internet

ports must be left open to facilitate core business communications and 

transactions. Virtual Private Networks, while effective for remote 

employees, pose limitations when it comes to partners and customers 

because they expose such external audiences to the entire network.

And application-specific security solutions require a great deal of 

customization, necessitate costly end-user behavior changes, and

often prove very cumbersome to manage at the desktop level.

Tumbleweed secure content management raises the bar.  

Focused on enabling the business Internet, Tumbleweed® Communications 

empowers organizations to secure and manage the actual content that flows 

across the extended enterprise. Setting Tumbleweed apart from other offerings, 

our application-independent Tumbleweed Secure Guardian framework enables 

organizations to standardize on a single set of enterprise-wide security policies 

to intelligently govern both inbound and outbound communications—driving 

significant cost reductions. This highly extensible, strategic framework 

complements “network” level security investments by adding security and 

management at the “content” level. As a result, organizations can better protect 

critical information assets—while enabling greater information sharing and 

collaboration when in the best interests of the enterprise.

NEXT-GENERATION INTERNET SECURITY

Founded in 1993        Headquartered in Redwood City, CA with offices worldwide        Publicly traded NASDAQ: TMWD       www.tumbleweed.com
TUMBLEWEED AT-A-GLANCE:



Tumbleweed Secure Guardian A highly flexible and scalable secure content
management framework is easily configured to meet any enterprise protection
or network extension need.
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“We required an efficient online communications channel that would provide immediate access to critical 

[customer] account information without sacrificing security and confidentiality. Tumbleweed Secure Guardian 

delivers what we require.” charles kim vp, operations technology, diners club

Tumbleweed Secure Guardian augments and extends 

traditional, network-focused security solutions by adding

a critical layer of content-focused security management. 

Sitting between your enterprise systems and applications 

and your corporate firewall, it provides centralized security 

for both incoming and outgoing communications. How?

By intelligently analyzing and managing three critical and 

interrelated factors: the content that travels over the 

network, the identities of senders and receivers, and

the business processes that direct the proper flow of 

information across the extended enterprise.

Centralize and enforce content security policies at the 

enterprise-wide level.  At the heart of Tumbleweed Secure Guardian

is the Secure Policy Gateway. This centralized gateway enables you to 

consolidate and universally apply two-way security policies across your entire 

enterprise—even at the hard-to-secure network edges. It scans both inbound 

and outbound content and takes action when necessary. For example, a 

brokerage house might have a policy that prohibits the use of the phrase 

“guaranteed return” in investor communications. If so, the Secure Policy 

Gateway would automatically kick back any outgoing e-mail message a

broker attempted to send to an investor in which those specific words were 

detected—and then, perhaps, alert the broker’s supervisor for follow up. 

Consistent, centralized application of such policies minimizes business risk 

while maximizing communication and collaboration.

UNPARALLELED, TWO-WAY FRAMEWORK: HIGH ROI, LOW TCO
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“With Tumbleweed Secure Guardian we can centrally define

 the government’s policies for Internet e-mail usage, without 

 rich rogers cio, health first



A STRATEGIC SOLUTION FOR TODAY AND FAR INTO THE FUTURE

“Using Tumbleweed’s built-in security features—including SSL, document encryption, and user 

authentication—Chase will be the first bank to use the Internet for mass distribution of customer data and 

documents.” susan j. webb senior vp, chase treasury solutions, chase manhattan bank

and enforce compliance with our own and with

taxing either our end-users or our vital IT resources.” 

Application independence means no system, protocol, or user 

behavior changes.  Because Tumbleweed’s robust Secure Policy Gateway 

applies security policies across the whole enterprise, you don’t have to purchase, 

deploy, or manage any complex desktop software to reap its many benefits.

Nor do you have to make any changes to your existing enterprise systems, 

applications, or protocols—as is often required with point product solutions.

Nor do end-users have to change how they work or learn new behaviors. 

Tumbleweed Secure Guardian elevates secure content management to a 

strategic, enterprise-wide level, resulting in a significantly lower total cost of 

ownership and a measurably higher return on investment.

Securely extend your network as your enterprise 

communication needs evolve.  Appreciating that every industry

and organization has unique requirements that change and grow over 

time—Tumbleweed Secure Guardian is designed to be highly flexible, 

extensible, and scalable. A broad spectrum of modular solution suites

can be mixed and matched to address your specific needs. For example,

if secure e-mail is your top priority, you can start there and add secure 

web, instant messaging, hub-and-spoke partner network, statement 

presentment, archiving, redirection, and many other capabilities as your 

business needs evolve. Over 1,000 global enterprises have chosen 

Tumbleweed’s strategic offering to securely manage the two-way flow

of all forms of business content at the enterprise level—and realized the 

many bottom line business benefits.

Learn more today. For more information on Tumbleweed and how its 

visionary secure content management solutions can help you protect your 

enterprise and extend your network, please visit www.tumbleweed.com.
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Increase business security

Increase business collaboration

Increase business efficiency

Secure all forms of business content
E-mail, Web, groupware, enterprise applications, legacy data, online
statements, documents, instant messaging, chat, streaming media

Extend and protect two-way communication
Inbound: Content filtering, anti-virus, anti-malicious mobile code,
anti-spam. Outbound: Statement presentment, message monitoring,
secure redirection, Secure Public Network

Apply enterprise-wide policies at the gateway
Consistent policy application, low cost of management, no
workforce retraining, seamless enterprise integration

TUMBLEWEED SECURE GUARDIAN AT-A-GLANCE:


